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Abstract: This paper introduces the concept of digital image and related cryptography, and 
summarizes and compares different performance analysis methods. Finally, it is concluded that a 
good performance analysis method needs to be used together with cryptographic analysis and image 
analysis. 

1. Introduction 
The development of multimedia technology has greatly enriched people's life. As the mainstream 

of multimedia, image has been widely used in all aspects of life. But some images involve personal 
privacy or trade secrets, or state secrets, and they need to be treated confidentially. At present, there 
are many methods for image encryption, such as traditional cryptography, chaos transformation, 
optical transformation and so on[1-8]. How to evaluate the encryption effect of an image becomes 
an important basis for selecting encryption methods. 

In order to solve this problem, a cryptographic performance analysis method combining 
cryptographic analysis and image analysis is proposed in this paper. Firstly, histogram analysis is 
carried out on the image, which is the basic indicator of whether the encryption method is qualified. 
The key space test is then carried out. The key space is small, so a general attempt will be achieved. 
Then the key sensitivity test is carried out to observe whether a small change in the key has a 
relatively large effect on the result. Then carry out correlation test, good encryption method will 
make the correlation between image pixels to be very low, avoid correlation analysis attack. Then 
the robustness of the encryption method is tested, including shear attack and noise attack. Finally, 
the encryption effect is tested by traditional cryptanalysis methods. 

The rest of this paper is organized as follows. In section 2, the concepts related to digital images 
and cryptography are introduced in detail. Integrated testing methods for cryptography and image 
analysis are given in section 3. Finally, the concluding remarks are summarized in the last section. 

2. Basic knowledge of digital image encryption 
The concept of digital image encryption can be explained from two aspects of digital image and 

cryptography. 

2.1 The concept of digital images 
Images can be divided into analog images and digital images according to whether they are 

discrete or not[9]. An analog image is a continuous image whose information changes continuously 
with the change of spatial position and direction. However, due to the limitation of computer 
hardware and software, it is necessary to sample the analog signal and convert it into discrete signal 
for the convenience of computer calculation. The discrete image thus obtained is a digital image, 
consisting of a limited number of pixels. Related concepts are as follows: 

Pixel point: The smallest image unit. 
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Digital image: pixel point matrix composed of pixels, also known as the dot matrix. Pixels are 
generally represented as the abscissa in the matrix and the ordinate in the matrix, so the digital 
image can be expressed as. The number of pixels is related to the resolution of an image. Since the 
number of pixels in an image is fixed, the image will appear distortion when the image is enlarged 
and stretched. 

Gray scale: the pixel value is the gray scale value, the range is generally 0-255, white is 255, 
black is 0, used to indicate the brightness of the image. 

Channels: An image can be composed of a matrix of multi-layer pixels, each layer being a color 
channel. 1. Single channel: a pixel point is represented by a value; 2. Three channels: RGB mode, 
commonly known as color image, divides the image into three channels: red, green and blue, and all 
zeros are black; 3. Multi-channel: also known as multi-band or hyperspectral image, it not only 
contains color information, but also the spectral information of points. 

Image resolution: number of pixels per inch in the image. The higher the resolution, the higher 
the pixel dot density, the more realistic the image. 

Spatial resolution: The measure of the smallest discernible detail in an image. If the size of an 
image is m*n, indicating that a sample of m*n was taken at the time of imaging, the spatial 
resolution is m*n. 

2.2 The basic concepts of cryptography 
Shannon proposed two principles of cryptographic encryption in 1949: confusion and diffusion. 

Confusion, also known as scrambling, only changes the order or spatial structure of the plaintext, so 
that the plaintext cannot be correctly interpreted, but does not change the content of the plaintext. 
Diffusion, also called replacement, diverts plaintext information into ciphertext to hide plaintext 
information. Here are some basic concepts of cryptography: 

Plaintext: use P for information in the form of text, image, or video that needs to be transmitted 
confidentially. 

Ciphertext: C indicates encrypted information. 
Key: Parameter K used in the encryption process. It directly determines the encryption and 

decryption process. The space composed of all keys is called the key space. 
Encryption algorithm: A correspondence E between the plaintext space and the ciphertext space, 

which can be understood as a function and is often expressed. 
Decryption algorithm: A correspondence D between the ciphertext space and the plaintext space, 

which can be understood as the reverse algorithm of the encryption algorithm, often expressed. 
The encryption process can be expressed mathematically as follows: ( , )C E P K=  
The decryption process can be expressed mathematically as follows: ( , )P D C K=  

3. Synthetic analysis method 
The comprehensive analysis method proposed in this paper combines cryptography analysis and 

image performance testing, and integrates all kinds of analysis methods in a logical sequence from 
simple to complex and from shallow to deep. The logical order of performance analysis is 
histogram analysis[10-11], key space analysis, key sensitivity analysis[12], correlation analysis[13], 
robustness analysis[14], known and chosen plaintext attack analysis[15-16]. 

3.1 Histogram analysis 
According to the basic knowledge, the basic unit of an image is pixel, and the range of pixel 

value is generally 0-255. All pixel values of an image are counted and classified according to 
different pixel values, so the histogram obtained is the image histogram. So histogram analysis is a 
statistical attack method, a good image encryption scheme can resist this statistical attack method, 
which is the most basic performance of image encryption scheme. As shown in Figure.1, Figure.1(a) 
is the histogram of the original image, and Figure.1(b) is the encrypted histogram of the ciphertext 
image. According to Figure.1(a), the number of different pixel values can be obtained, while the 
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histogram of Figure.1(b) is smooth with uniform distribution of pixel values, from which it is 
almost impossible to obtain the number difference between different pixel values, which can resist 
statistical attacks. 

  
(a) (b) 

Fig.1 Histogram of plaintext image and ciphertext image 
Scrambling does not change the pixel value, so just scrambling the image will not change the 

histogram distribution; Diffusion does not change pixel position, so in image encryption, 
scrambling and diffusion are generally used interspersed. 

3.2 Key space analysis 
Whether text encryption or image encryption, there is a simple and direct means of attack, 

namely brute force cracking. The method of brute force cracking is to try all possible keys, so to 
ensure the security of the image encryption scheme, that is, to ensure that there are enough numbers 
of different keys in the image encryption system, that is, enough large key space. It is proved 
theoretically that the key space must be larger than 1282  to enhance the ability of the algorithm to 
resist violent attacks. 

3.3 Key sensitivity analysis 
A good encryption system must have good key sensitivity, that is, a slight change of key value in 

the decryption process will lead to a significant change in the decryption image. Only good key 
sensitivity can ensure the necessity of the existence of key space. 

In the Fig.2, Fig.2(a) is the plaintext image, Fig.2(b) is the ciphertext image, Fig.2(c) is the 
image obtained by decryption with the correct key, and Fig.2(d) is the image obtained by decryption 
with the wrong key different from the correct key. Difference of two keys are 1010− . Since there is a 
big difference between Fig.2(d) and Fig.2(a), almost no information about Fig.2(a) can be obtained, 
so the cipher system is said to have good key sensitivity. 

  
(a) (b) 
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(c) (d) 
Fig.2 The diagram of key sensitivity analysis  

In Fig.3, Fig.3(a) is the plaintext image, Fig.3(b) is the ciphertext image, Fig.3(c) is the image 
obtained by decryption with the correct key, and Fig.3(d) is the image obtained by decryption with 
the wrong key different from the correct key. Difference of two keys are 1010− . Since the difference 
between Fig.3(d) and Fig.3(a) is very small, it is said that the key sensitivity of the cryptosystem is 
poor. 

  
(a) (b) 

  

(c) (d) 
Fig.3 The diagram of key sensitivity analysis-2 

3.4 Correlation analysis 
The decrypted image seen from the figure is visually similar to the original image. So it's not 

enough just to visually judge the differences between images. A structural similarity exponential 
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function (SSIM) is introduced, and the difference between the decrypted image and the original 
image is considered. The closer SSIM value is to 1, the more similar the two images are. If SSIM 
value is 1, the two images are the same. The closer SSIM value is to 0, the greater the difference 
between the two images. The mathematical definition of SSIM can be expressed as 

( )( )
( )( )

1 2

2 2 2 2
1 2

2 2
( , ) x y xy

x y x y

u u c c
SSIM x y

u u c c

+ ∂ +
=

+ + ∂ + ∂ +                    (1) 

Where xu  is the average value of x, yu  is the average value of y, 2
x∂  and 2

y∂  is the variance 

of x and y respectively, xy∂  is the covariance of x and y, and L is the image size, ( )2
1 1c k L= ,

( )2
2 2c k L= , 1 0.01k = , 2 0.03k = . 

3.5 Robustness analysis 
Robustness, also known as robustness and robustness, refers to the control system in a certain 

(structure, size) parameter perturbation, maintain some performance characteristics. In the process 
of image ciphertext transmission, some changes will inevitably occur due to objective 
environmental factors or artificial disturbance. We simulate the disturbance by adding noise or 
shearing the ciphertext image to test the robustness of the system. 

For an example, Fig.4 shows an algorithm robustness analysis results, including Fig.4(a) and 
Fig.4(b) is to encrypt the image and the speckle noise added 0.23% and 5% respectively, Fig.4(c) is 
cut off 1% of the encrypted data encryption image, Fig.4(d) is cut off 4% of the encrypted image, 
Fig.4(e), Fig.4(f), Fig.4(g), Fig.4(h), respectively is Fig.4(a), Fig.4(b), Fig.4(c), Fig.4(d), the 
disclosure of the results. 

  
(a) (b) 

  

(c) (d) 
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(e) (f) 

  

(g) (h) 

Fig.4 The diagram of key robustness analysis  

As can be seen from the above results, under the influence of noise and data loss, we can still 
clearly identify the decrypted image, which indicates that the algorithm has a good ability to resist 
data loss. 

3.6 Cryptographic analysis 
Cryptography and cryptanalysis are two parts of cryptography, which complement and restrain 

each other. A cryptographic coding system is secure if it can resist cryptanalysis attacks. According 
to the type and quantity of information obtained by attackers, attackers are classified into four 
categories, as shown in Table 1. 

Table.1 Cryptanalysis method 
Attack types Information held by the attacker 

Only ciphertext 
attacks  

The encryption algorithm itself 
Obtained part of the ciphertext 

Known plaintext 
attack 

Select the encryption algorithm itself 
Obtained partial ciphertext 

One or more ciphertext plaintext pairs 

Chosen plaintext 
attack 

Part of the ciphertext obtained 
The encryption algorithm itself 

The plaintext information selected by yourself and the 
corresponding ciphertext generated by the key 

Chosen ciphertext 
attack 

The encryption algorithm itself 
Obtain a portion of ciphertext 

Self-selected ciphertext information and corresponding plaintext 
generated by the key 
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It can be seen from the table that the more known information, the greater the attack intensity, 
and the higher the possibility of decrypting the password.  

Among the existing attack schemes, the known plaintext attack and the selected plaintext attack 
are the most widely used schemes to verifying the security of cryptosystem. Therefore, these two 
attack schemes are implemented against the proposed encryption system. First of all, an encryption 
model is defined and expressed as follows 

1 2EC( , ) {exp[ ( , )] ( , )}exp[ ( , )]x y FN i x y IM x y i x yα δ δ ′ ′= ⋅ ∗ ⋅        (2) 

Where the symbol FNα  denotes the Fresnel transform with rotation angle α . Besides, the 
functions 1( , )x yδ  and 2 ( , )x yδ ′ ′  represent two random phase masks. And the function ( , )EC x y  
is considered as the RGB components of the ciphertexts in this paper. Accordingly, the iterative 
phase retrieval algorithm and impulse function can be used as the known plaintext attack and 
chosen plaintext attack, respectively. 

4. Conclusion 
The comprehensive performance analysis method of image encryption proposed in this paper, 

which integrates image performance testing and cryptography analysis, has clear logic and complete 
structure, and has been applied in many research literatures. Encryption that passes this 
performance test method is generally considered secure. 
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